
About the Customer

A large US-based financial services corporation known for its extensive

credit card business

Insider threats are one of the biggest cybersecurity risks to banks today. These threats are increasingly becoming more

frequent, more difficult to detect, and more complicated to prevent. Information security breaches originating within a 

bank can include: employees mishandling user credentials and account data, lack of system controls, responding to

phishing emails, or regulatory violations. 

Ignoring these internal security breaches, poses as much risk as an external threat such as hacking, especially in a highly

regulated industry like banking.

Identifying and fighting insider threats requires the capability to detect anomalous user behavior immediately and 

accurately. This detection presents its own set of challenges such as appropriately defining what is normal or malicious 

behavior, and setting automated preventive controls to curb predicted threats.

CASE STUDY

Real-time Insider Threat Detection 

using Machine Learning

5x Scope Improvement for a Bank
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The bank s̓ traditional threat

detection relied on setting static 

rule-based alerts on usersʼ 

activities to define and identify 

indicators of compromise. But 

when applied to thousands of users

this model generated a high 

number of irrelevant flags, which

resulted in un-timely action on real 

threats vs. false positives. 

Also, savvy attackers went 

unnoticed by keeping their 

malicious activities within the 

defined set of rules.

The bank wanted to expand 

detection of anomalous behavior 

across all sensitive applications. 

However, the bank s̓ current 

relational technology stack was 

proving to be too expensive and 

inflexible, limiting the bank to

processing data from only 15-20% 

of hundreds of sensitive

customer-facing and operational

applications.

The bank was struggling to

deploy timely threat detection

use cases with its existing 

solution. It took almost 2 years 

for the solution to move a single 

use case to production, making it 

Challenge

Simple rule based alerts

proved inadequate for 

accurate and timely threat

detection 

An expensive and inflexible 

technology stack limited threat

detection to only a few 

applications, exposing the bank 

to vulnerabilities 

The existing solution was 

taking too long to develop 

and move use cases into

production 

Ingestion and data processing from 5x more applications, at a fraction of the cost

The new threat detection application enabled by Gathr could now ingest data from 80-90% of customer-facing

and operational applications. Gathr used network attached storage systems and Apache Kafka, a fast message

queue; to ingest data at a ten times lower infrastructure cost and at a speed of 98,000 events per second, four 

times the speed of the older technology stack. 

The Gathr Advantage

Solution 
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Use of machine learning models on log and complex event data for automated, 

continuous, and accurate anomaly detection 

Gathr enables the use of machine learning to move away from static rule-based alerts to dynamic models. 

These models periodically learn normal baseline behavior and detect anomalies based on both dynamic and static 

factors such as identities, roles, and excess access permissions; correlated with log and event data.   

Models developed using built-in machine learning operators in Gathr include self-learning and training 

behavioral profile algorithms. This helps in processing each new transaction in real-time to build risk scores and 

dynamic thresholds for various risk factors. Which leads to automated, accurate, and timely identification of 

suspicious behavior. 

www.streamanalytix.com

Data transformation in real-time 

In-memory data transformation allows faster data quality scoring, data cleansing, and data enrichment. 

The platform enables:

- Real-time data quality scoring and auto-cleansing 

- Data deduplication over seven days of history. This helped curb a high number of false positives, narrowing 

   the flags to relevant suspicious behavior and activity 

- Enriching event records with employee and application data, such as:

             -  First name, last name, employee ID

             -  Employee details such as department, role, access permissions, and online activity 

             -  Details of applications each employee has permission to access 

Executing data transformations such as:

             -  Lookup cache and set record type as first name and populate “standard ID”

             -  Lookup on, first name/full name/person ID caches to set the user ID 

             -  Lookup on cache to set user ID

             -  Generate unique sequence numbers #

             -  Move all the non-schema fields into the EXTRA field

For instance, the algorithm groups users based on roles and access permissions and identifies anomalous activity 

levels for individual users in relation to what is usual behavior for the whole group. This enables identification of 

specific people compared to only identifying anomalous events. 

malicious activities; positives were reduced to tens per day as opposed to hundreds or thousands per day.
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Results

The bank went 
from processing 
data from 15-20% 
of applications to
80-90% of critical 
applications, 
processing 85M 
records per day.

Realized a 
dramatic cost 
reduction
compared to
their traditional 
RDBMS stack. 

5x expansion in 

scope 
10x cost

reduction 

The data 
throughput went 
up to 98,000 
events per second, 
four times the 
speed enabled by
the previous 
technology stack. 

4x boost in

performance

The threat 
detection
application was 
re-developed in 
three weeks and 
moved into
production in eight 
weeks compared 
to nearly 12 months 
taken by the earlier 
solution.

10x faster 

application 

development and 

production 
Use of machine 
learning proved 

reducing false 
positives and 
highlighting 
behavior that truly 
accounted for 
malicious 
activities.

Enhanced threat

detection accuracy 

and timeliness  

Adjusted Premium 
Prices 

Other apps

Custom alerts to curb fraud in real-time  

Gathr enabled appropriate real-time alerts and actions to prevent predicted breaches. These included 

routine rule-based alerts like: off-hours activity, multiple-failed logins, multi-station logins and custom-alerts for 

ʻsuspiciousʼ activity (based on a complex mix of factors deduced by the machine learning algorithms) which could be 

manually validated by security experts.
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Credit Cards

De-Dup

Email

SQL Server

HDFS

Data Quality &
Data Validation
Rules

Machine learing for 
log analysis and CEP

Data Enricher Alerts

Banking Applications

Pipeline

Debit Cards

Personal Loans

Transactional
Account

Other

Adjusted Premium 
Prices 

Other apps

Data Ingestion Data Sinks

Apache
Kafka

Technology Stack

Insider Threat Detection Solution with Gathr 

Free 14-day trial

Data to outcomes,
10x faster.

No-code/ low-code for data at scale, at rest or in motion

Built-in ML to augment, automate and accelerate every step

Drag and drop UI, 300+ connectors, 100+ pre-built apps

Open, extensible, cloud-native and interoperable

Collaborative workspaces for Data, ML, Ops & Business users

G O  GAT H R

Machine Learning Business Process AutomationData Integration More…FinOpsDevOps
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